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INCIDENT RESPONSE PLAN (IRP) TEMPLATE
[bookmark: Text1]Company Name
1. PURPOSE
[bookmark: Text2]This Incident Response Plan (IRP) establishes procedures for preparing, identifying, responding to, containing, eradicating, recovering from, and reporting information security incidents affecting the [System Name / Acronym].

2. SCOPE
[bookmark: Text3][bookmark: Text4]This plan applies to:
• [Number and type of systems (e.g., one (1) standalone Windows desktop)]
• All data processed or stored on the system, including [e.g., Controlled Unclassified Information (CUI), PII, etc.]
[bookmark: Text5]• [System owner, users, or specific roles]

3. ROLES AND RESPONSIBILITIES
3.1 Incident Response Authority
	Role
	Name

	Incident Response Authority
	[Full Name]

	Title
	[Job Title / Role]

	Phone
	[Phone Number]

	Email
	[Email Address]


The designated authority has full decision-making responsibility to declare, manage, and close a security incident.




4. INCIDENT DEFINITION
[bookmark: Text6]An incident includes, but is not limited to:
• Malware detection
• Unauthorized system access
• Loss or theft of equipment
• Data corruption affecting [CUI / Sensitive Data Type]
• Suspicious system behavior
• Failed or bypassed security controls

5. INCIDENT RESPONSE LIFECYCLE
The organization follows the NIST incident response lifecycle:
Preparation → Detection → Containment → Eradication → Recovery → Documentation & Reporting

6. INCIDENT RESPONSE PROCEDURES
6.1 Preparation
[bookmark: Text7][bookmark: Text8][bookmark: Text9][bookmark: Text10][bookmark: Text11]• Operating system security updates [enabled/disabled]
• Antivirus/endpoint protection [enabled/disabled]
• System logging [enabled/configured/not enabled]
• Strong password enforcement [described policy or tool]
• Physical system protection in place [describe controls]
Preparedness ensures rapid and effective response to incidents.




6.2 Detection and Analysis
Incidents may be detected by:
• Antivirus or endpoint alerts
• System error messages
• Unusual system performance
• Unauthorized account activity
• Physical signs of tampering
Actions:
1. Observe and document symptoms
2. [bookmark: Text12]Determine whether [sensitive data type] may be affected
3. [bookmark: Text13]Classify severity (Low / Moderate / High)

6.3 Containment
Upon confirmation of an incident:
Immediate Actions:
• Disconnect affected systems from networks and peripherals
• Stop all active user activity
• Preserve system state for analysis

6.4 Eradication
[bookmark: Text14]• Remove malware using [approved tools/software]
• Apply patches and configuration fixes
• Disable or reset compromised accounts
• Remove unauthorized software or access




6.5 Recovery
[bookmark: Text15]• Restore system to a clean state
• Verify system integrity
• Validate accessibility and accuracy of [data type]
• Resume operations only after confirming system security

7. INCIDENT REPORTING AND DOCUMENTATION
7.1 Internal Documentation
All incidents are documented with:
• Date and time detected
• Description of incident
• Actions taken
• Impact assessment
• Recovery confirmation
[bookmark: Text16]Documentation is retained in accordance with [policy name or NIST requirements].

7.2 External Reporting
[bookmark: Text17][bookmark: Text18][bookmark: Text19]If required by contract, regulation, or law:
• Incidents involving [CUI / regulated data type] are reported to [agency/authority]
• Reporting timelines follow [contractual/regulatory requirement]

8. POST-INCIDENT REVIEW
After incident resolution:
• Identify root cause
• Update safeguards and controls if needed
• Update SSP or IRP if gaps are identified
Lessons learned will be incorporated into future improvements.



9. INCIDENT RESPONSE TESTING
[bookmark: Text20][bookmark: Text21]• Incident response procedures are reviewed [annually/semi-annually/other]
• Testing method: [e.g., tabletop exercises, simulations]
• Results are documented and retained

10. PLAN MAINTENANCE
[bookmark: Text22]• Plan is reviewed [annually / after incidents / other frequency]
• Updated when system, personnel, or threat environment changes

11. APPROVAL
[bookmark: Text23][bookmark: Text24]Approved By:
[Full Name]
[Title]
[bookmark: Text25]Date
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